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1 OPENING AND ANNOUNCEMENT OF VISITORS 

Presiding Member to declare the meeting open and welcome all in attendance. 
 

2 WELCOME TO COUNTRY AND ACKNOWLEDGEMENT OF COUNTRY 

Councillor Barry Winmar to present the Welcome to Country: 

“Ngullak nyinniny kooralong koora ngullak noitj nidja noongar boodjar. Noongar moort 
djoorapiny nyinniny nidja ngulla quopadok noongar boodjar kooralong. 
 
From the beginning of time to the end, this is Noongar Country. Noongar people have 
been graceful keepers of our nation for many, many years. 

Ngalla djoorapiny maambart boodjar ngallak bala maambart quop ngalla koort djoorapiny 
nidja ngalla mia mia nyinniny noongar boodjar. 
 
We respect the earth our mother and understand that we belong to her - she does not 
belong to us. In all her beauty, we find comfort, wellbeing, and life that creates a home for 
everyone that has become a keeper of Noongar Country. 

Djinanginy katatjin djoorapiny nidja weern noongar boodjar ngalla mia mia boorda. 
 
Look, listen, understand and embrace all the elements of Noongar Country that is forever 
our home. 

Kaya wandju ngaany Barry Winmar Wadjuk Ballardong maaman ngaany koort djoorpiny 
noonook nidja Noongar boodjar daadjaling waankganiny noitj Noongar Boodjar. 

Hello and welcome my name is Barry Winmar and I am a Whadjuk Ballardong man my 
heart is happy as we are gathered on Noongar country and speaking here on Noongar 
Country” 

 

Presiding Member to read the Acknowledgement of country: 
 
“It gives me great pleasure to welcome you all here and before commencing the 
proceedings, I would like to acknowledge that we come together tonight on the traditional 
land of the Noongar people and we pay our respects to their Elders past and present.” 
 

3 ATTENDANCE, APOLOGIES, LEAVE(S) OF ABSENCE (PREVIOUSLY 
APPROVED) 

Apologies: 
 

Leave(s) of Absence (previously approved): 
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4 DECLARATIONS OF INTEREST (FINANCIAL, PROXIMITY, IMPARTIALITY – 
BOTH REAL AND PERCEIVED) BY MEMBERS AND CITY OFFICERS 

Section 5.65(1) of the Local Government Act 1995 states: 
 
A member who has an interest in any matter to be discussed at a council or committee 
meeting that will be attended by the member must disclose the nature of the interest —  
 

in a written notice given to the CEO before the meeting; or 
at the meeting immediately before the matter is discussed. 

 
Section 5.66 of the Local Government Act 1995 states: 

 
If a member has disclosed an interest in a written notice given to the CEO before a meeting 
then —  

 
before the meeting the CEO is to cause the notice to be given to the person who is to 
preside at the meeting; and 
at the meeting the person presiding is to bring the notice and its contents to the 
attention of the persons present immediately before the matters to which the 
disclosure relates are discussed. 
 

5 CONFIRMATION OF MINUTES 

5.1 MINUTES OF THE AUDIT AND RISK COMMITTEE MEETING HELD ON 6 DECEMBER 
2021 

RECOMMENDATION 
That the Minutes of the Audit and Risk Committee Meeting held on 6 December 
2021 be confirmed as a true and correct record of the meeting. 
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6 REPORTS 

6.1 INFRASTRUCTURE CONTRIBUTIONS ANNUAL STATUS REPORT  
  

SUMMARY 
 
Clause 6.10.18 of State Planning Policy 3.6 Infrastructure Contributions (SPP 3.6) requires an 
annual status report to be prepared by local government that provides an overview of progress of 
the delivery of infrastructure specified in each of the City’s Developer Contribution Plans (DCPs) 
and the financial position of the Developer Contribution Funds. 
 
The annual status report is to be published by the local government on its website and supporting 
documentation and data informing the status report is to be made available at the request of the 
Department of Local Government, Sport and Cultural Industries or the Department of Planning, 
Lands and Heritage, to enable the effective collection of information regarding the progress of all 
DCPs across the State. 
 

OFFICER RECOMMENDATION 
 
That the Audit and Risk Committee note and provide comment to Council on the Annual 
Status Reports (as per Attachments A and B) for publication by City of Kwinana on its 
website. 

 
 

DISCUSSION 

Draft Local Planning Strategy 
The adoption of the Annual Status Reports will support the achievement of the following actions in 
the draft Local Planning Strategy: 
 
Strategic Direction: 
To deliver an equitable distribution of accessible and integrated multi-functional public open 
spaces, community infrastructure and recreation facilities that supports healthy and socially 
connected communities. 
Strategic Actions: 

• Pursue developer contributions for community, public open space, social, road and other 
infrastructure items for improvement or provision as appropriate, in accordance with the 
City of Kwinana’s Community Infrastructure Plan and approved local structure plans. 

• Implement, and regularly review, the City’s Developer Contribution Plans in accordance 
with State Planning. 

Annual Status Report 
The revised SPP 3.6 was gazetted on 30 April 2021. The policy sets out the principles and 
considerations that apply to development contributions for the provision of infrastructure in new 
and established urban areas and the form, content and process to be followed. 
 
The revised policy requires an annual review of cost estimates to be undertaken for each DCP.  
This was completed and reported to Council in late 2021, as part of adopting revised Developer 
Contribution Plan (DCP) Reports and associated Cost Apportionment Schedule (CAS) for DCAs 1- 
7. The review was based on the Community Infrastructure Plan (CIP) adopted by Council in 
October 2018.  
 
In addition to the annual review of cost estimates, an annual status report is required by clause 
6.10.18 of SPP 3.6 to be prepared by the local government, providing an overview of progress of 
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the delivery of infrastructure specified in the Development Contribution Plan/s and the financial 
position of the Developer Contribution funds.  
 
The status report is to include: 
 

• The timing and estimated percentage delivery of an infrastructure item against that stated in 
the DCP, arising from the review of the local government’s Capital Expenditure Plan; 

• The financial position of the DCP, including interest that has been accrued; and  
• A summary of the review of the estimated costs in the CAS, including any changes in 

funding and revenue sources, and any relevant indexation. 
 
Annual Status Reports have been prepared for the City’s Development Contribution Plans and can 
be found as Attachments A and B. The reports have been prepared using the model template 
provided in Schedule 5 of SPP 3.6. 
 
Once considered by the Audit and Risk Committee and subsequently adopted by Council the 
Annual Status Reports are to be published by the local government on its website, and should 
align with the annual financial statements. 
 

STRATEGIC IMPLICATIONS 
 
This proposal will support the achievement of the following outcome/s and objective/s detailed in 
the Strategic Community Plan and Corporate Business Plan. 
 

Strategic Community Plan 

Outcome Strategic Objective Action in CBP (if 
applicable) 

How does this 
proposal achieve the 

outcomes and 
strategic objectives? 

3 – Infrastructure 
and services that 
are affordable and 
contribute to health 
and wellbeing 

3.1 – Develop quality, 
affordable infrastructure 
and services designed 
to improve the health 
and wellbeing of the 
community 

N/A – There is no 
specific action in the 
CBP, yet this report 
will help achieve the 
indicated outcomes 
and strategic 
objectives 

Provides an update on 
progress towards 
infrastructure items 
identified in Developer 
Contribution Plans  
 

 

3.3 – Maintain 
infrastructure, 
playgrounds, parks and 
reserves to a high 
standard through 
sustainable asset 
maintenance and 
renewal 

N/A – There is no 
specific action in the 
CBP, yet this report 
will help achieve the 
indicated outcomes 
and strategic 
objectives 

Provides an update on 
progress towards 
infrastructure items 
identified in Developer 
Contribution Plans  
 
 

 

SOCIAL IMPLICATIONS 
 
There are no social implications as a result of this proposal. 
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LEGAL/POLICY IMPLICATIONS 
 
State Planning Policy 3.6: Infrastructure Contributions  
Local Planning Policy 4: Administration of Development Contributions  
 
For the purpose of Councillors considering a financial or impartiality interest only, there are multiple 
owners and developers affected by this report, located within DCAs 2 – 7 and 8 – 15.   
 

FINANCIAL/BUDGET IMPLICATIONS 
 
This proposal provides an update on developer contributions towards community infrastructure.   
 

ASSET MANAGEMENT IMPLICATIONS 
 
This proposal provides an update on developer contributions towards community infrastructure.   
 

ENVIRONMENTAL/PUBLIC HEALTH IMPLICATIONS 
 
There are no environmental / public health implications as a result of this proposal. 
  

COMMUNITY ENGAGEMENT 
 
No community engagement required, however the Annual Status Reports will be published on the 
Councils website. 
 

ATTACHMENTS 
A. Development Contribution Plans 1-7 - Annual Status Report 2021   
B. Development Contribution Plans 8-15 - Annual Status Report 2021    
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6.2 REGULATION 17 AUDIT AND DEVELOPER CONTRIBUTION PAYMENT AUDIT - 
ACTION UPDATE 

  
SUMMARY 
 
At the Audit and Risk Committee meeting of 14 June 2021, the findings of the recent Regulation 17 
Audit conducted by Paxon Group as well as the Developer Contribution Payment (‘DCP’) Audit 
conducted by Crowe Australia were presented. Both audits contained recommendations as to 
areas of potential improvement to current practices.  
 
An update of the actions recommended by the audits has been provided to the committee at its 
subsequent meetings. Those actions, as well as details from the relevant officers regarding their 
implementation are provided for noting by the Committee.  
 
Those actions that have no further action required, as processes have been put in place or 
amended to reflect the audit findings, are detailed in Confidential Attachment A and are 
recommended to be closed.   
 
 

OFFICER RECOMMENDATION 
 
That the Audit and Risk Committee: 
 

1. Note and provide comment where appropriate the Regulation 17 audit action report 
detailed in Confidential Attachment A and the Developer Contribution Payment 
audit action report detailed in Confidential Attachment B.  

 
2. Note the closure of the following actions from the Regulation 17 audit as detailed in 

Confidential Attachment A:   
 

• I00008 Policies out of date on Website; 
• I00011 Team Risk Registers missing dates for ongoing review; 
• I00012 Cyber-Crime and Cyber Fraud Policies; Procedures non-existent; 
• I00015 ICT and Records Disaster Recovery Plan out of date; 
• I00018 Formal Risk Training and Refresher training not provided; 
• I00020 Provide refresher training to staff on Purchasing requirements; 
• I00021 Amend processes to ensure segregation of duties at all levels in the 

procurement process; 
• I00022 Ensure journals are reviewed and signed off by an independent 

experienced officer before processing; 
• I00024 Customer Service Charter Review; 
• I00026 Develop a process/checklist to ensure invoices relating to contracts 

and tenders are checked back to the price schedule before approval for 
payment; 

• I00027 No procedure for raising debtor invoice; 
• I00030 No Whistle Blower Policy;  
• I00031 Purchasing Policy not updated to reflect thresholds; 
• I00032 Action incomplete matters from 2020 Compliance Audit Return; and 
• I00033 Update the Gift Disclosure Register on the website. 

 
3. Note the closure of the following actions from the Developer Contribution Payment 

audit as detailed in Confidential Attachment B:   
 

• I00053 DCP requirements - DCA1 Annual Financial Audit; 
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• I00056 DCP Delegations; 
• I00059 DCP Recording System – B; 
• I00063 Managing conflict of interest; and 
• I00066 Bond/Bank Guarantee Monitoring. 

 
 
DISCUSSION 
 
At the Committee’s meeting of 6 December 2021, the Committee deferred consideration of the 
close out of some actions from the Regulation 17 Audit, namely:  

• I00008 Policies out of date on Website; 
• I00011 Team Risk Registers missing dates for ongoing review; 
• I00021 Amend processes to ensure segregation of duties at all levels in the 

procurement process; 
• I00022 Ensure journals are reviewed and signed off by an independent experienced 

officer before processing; 
• I00026 Develop a process/checklist to ensure invoices relating to contracts and 

tenders are checked back to the price schedule before approval for payment; 
• I00032 Action incomplete matters from 2020 Compliance Audit Return; and 
• I00033 Update the Gift Disclosure Register on the website. 

 
In the interim, City Officers have updated the following additional Regulation 17 actions, which are 
now recommended for closure: 

• I00012 Cyber-Crime and Cyber Fraud Policies; Procedures non-existent; 
• I00015 ICT and Records Disaster Recovery Plan out of date; 
• I00018 Formal Risk Training and Refresher training not provided; 
• I00020 Provide refresher training to staff on Purchasing requirements; 
• I00024 Customer Service Charter Review; 
• I00027 No procedure for raising debtor invoice; 
• I00030 No Whistle Blower Policy; and 
• I00031 Purchasing Policy not updated to reflect thresholds. 

 
It is further recommended that the Committee note the closing of the following actions from DCP 
Audit: 

• I00053 DCP requirements - DCA1 Annual Financial Audit 
• I00056 DCP Delegations 
• I00059 DCP Recording System – B 
• I00063 Managing conflict of interest 
• I00066 Bond/Bank Guarantee Monitoring 

 
Full details of the completed actions are included in Confidential Attachments A and B and are 
provided to the Committee for noting and comment where appropriated. 
 
Further updates will be provided to each meeting of the Audit and Risk Committee until such time 
as all actions are approved for closure by the Committee.  
 
In relation to its recording and monitoring of actions, the City is presently transitioning its reporting 
across the organisation: 

• Strategic Community Plan and Corporate Business Plan Reporting – Previously the City 
stored and tracked this information in Performance Manager (Civica). Progress against 
actions is now being reported quarterly through spreadsheets as we progress towards 
tracking this information in TechOne. The first quarter for this financial year was provided 
to Council at its meeting of 24 November 2021. 
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• Team Business Plan Reporting – Remains on hold until the transition to recording this 
information in TechOne.  Team Business Plans are currently being progressed through 
spreadsheets ahead of the new system. 

• Opportunities for Improvement and Internal Non-Conformance Reporting – The City is 
transitioning from Performance Manager to Promapp software, with the intention of being 
able to identify, investigate and action an improvement/incident, rather than just report on 
them. 
 

STRATEGIC IMPLICATIONS 
 
There are no strategic implications as a result of this proposal. 
 

SOCIAL IMPLICATIONS 
 
There are no social implications as a result of this proposal. 
 

LEGAL/POLICY IMPLICATIONS 
 
No legal/policy implications have been identified as a result of this report or recommendation. 
 

FINANCIAL/BUDGET IMPLICATIONS 
 
There are no financial implications that have been identified as a result of this report or 
recommendation. 
 

ASSET MANAGEMENT IMPLICATIONS 
 
No asset management implications have been identified as a result of this report or 
recommendation. 
 

ENVIRONMENTAL/PUBLIC HEALTH IMPLICATIONS 
 
No environmental or public health implications have been identified as a result of this report or 
recommendation. 
 

COMMUNITY ENGAGEMENT 
 
There are no community engagement implications as a result of this report or recommendation.  

ATTACHMENTS 
A. Regulation 17 Audit - Attachment A - Audit and Risk Committee Meeting 28 February 

2022 - Confidential   
B. Developer Contribution Payment Audit - Attachment B - Audit and Risk Committee 

Meeting 28 February 2022 - Confidential    
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6.3 RISK MANAGEMENT REPORT  
  
SUMMARY 
 
The City’s Risk Management Policy provides the foundations and organisational arrangements for 
embedding risk awareness, monitoring and management across strategic and operational levels of 
the organisation.  
 
At each Audit and Risk Committee Meeting, a report is presented detailing all identified strategic 
risks and high-level operational risks, as well as the status of the actions to manage those risks. 
  
These reports are provided at Confidential Attachments A and B.   
 
The City is continuing its transition to the Camms.Risk system, including providing further risk 
training and education across the organisation.  
 

OFFICER RECOMMENDATION 
 
That the Audit and Risk Committee note and provide comment where appropriate on: 
• City of Kwinana Organisational Risk Register – Strategic Risks detailed in 

Confidential Attachment A.  
• City of Kwinana Organisational Risk Register – Operational Risks detailed in 

Confidential Attachment B. 
 

 
DISCUSSION 
 
The City’s Risk Management Strategy sets the following role and responsibilities for the 
Committee: 

 
a)  Ensuring the City has appropriate risk management and internal controls in place; 
b)  Approving and reviewing risk management programmes and risk treatment options 

for extreme risks; 
c)  Setting and reviewing risk management tolerances/appetite and making 

recommendations to Council; 
d)  Providing guidance and governance to support significant and/or high-profile 

elements of the risk management spectrum; 
e)  Monitoring strategic risk management and the adequacy of internal controls 

established to manage the identified risks; 
f)  Monitoring the City’s internal control environment and reviewing the adequacy of 

policies, practices and procedures; 
g)  Assessing the adequacy of risk reporting; 
h)  Monitoring the internal risk audit function, including development of audit programs 

as well as monitoring of audit outcomes and the implementation of 
recommendations; 

i)  Setting the annual internal audit plan in conjunction with the internal auditor taking 
into account the City Strategic and Operational Risk Registers; 

j)  Conduct an annual review of the organisation’s Risk Management Policy and 
Strategy; and 

k)  Reporting through the Chief Executive Officer to the Council on its findings. 
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The Organisational Risk Registers are provided to the Audit and Risk Committee on a quarterly 
basis for their review and as an opportunity to provide advice regarding risk management, as the 
City is focussed on creating a culture that is committed to openness and transparency and fulfilling 
its responsibilities in relation to risk management.  

 
The City of Kwinana Risk Management Strategy establishes the risk appetite/attitude for residual 
risk as follows:  

 

 
 

The Organisational Risk Register shows all strategic risks. Strategic and Operational Risk 
Registers are provided for the Committee’s noting and comment where appropriate, showing those 
risks having a residual risk assessment of ‘High’ or ‘Extreme’. 
 

STRATEGIC IMPLICATIONS 
 
There are no strategic implications as a result of this proposal. 
 

SOCIAL IMPLICATIONS 
 
There are no social implications as a result of this proposal. 
 

LEGAL/POLICY IMPLICATIONS 
 

Regulation 17 of the Local Government (Audit) Regulations 1996 provides: 
 
17. CEO to review certain systems and procedures 

(1) The CEO is to review the appropriateness and effectiveness of a local 
government’s systems and procedures in relation to —  
(a) risk management; and 
(b) internal control; and 
(c) legislative compliance. 

 
 (2) The review may relate to any or all of the matters referred to in subregulation 

(1)(a), (b) and (c), but each of those matters is to be the subject of a review not 
less than once in every 3 financial years. 

(3) The CEO is to report to the audit committee the results of that review. 
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FINANCIAL/BUDGET IMPLICATIONS 
 
There are no financial implications that have been identified as a result of this report or 
recommendation. 
 

ASSET MANAGEMENT IMPLICATIONS 
 
No asset management implications have been identified as a result of this report or 
recommendation. 
 

ENVIRONMENTAL/PUBLIC HEALTH IMPLICATIONS 
 
No environmental or public health implications have been identified as a result of this report or 
recommendation. 
 

COMMUNITY ENGAGEMENT 
 
There are no community engagement implications as a result of this report or recommendation.  
 

ATTACHMENTS 
A. Attachment A - Strategic Risk Register for Risk Identification - Camms.Risk - 

Confidential   
B. Attachment B - Operational Risk Register for Risk Identification - Camms.Risk - 

Confidential    
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6.4 COMPLIANCE AUDIT RETURN 
  
SUMMARY 
 
The Department of Local Government, Sport and Cultural Industries (the Department) has 
circulated to all Western Australian Local Governments the annual Compliance Audit Return (CAR) 
for completion.   
 
The CAR is a requirement of the Department and monitors the local government’s compliance with 
the Local Government Act 1995 and its Regulations for the period of 1 January to 31 December 
2021. 
 
The function of the Audit and Risk Committee includes reviewing the effectiveness of the local 
government’s systems in regard to risk management, internal control and legislative compliance 
which includes the Compliance Audit Return. 
 
The Compliance Audit Return 2021 is as detailed at Attachment A. 
 

OFFICER RECOMMENDATION 
 
That the Audit and Risk Committee: 
 
1. Review the Compliance Audit Return 2021 
2. Recommends that Council adopt the Compliance Audit Return 2021 as detailed at 

Attachment A  
 

 
DISCUSSION 
 
Each year Western Australian Local Governments are required to complete a Compliance Audit 
Return (CAR) for the Department in accordance with the Local Government Act 1995. 
 
The Department has circulated to all Western Australian Local Governments for completion of its 
annual CAR, covering the review period 1 January to 31 December 2021. The return is a means of 
monitoring compliance with the requirements of the Local Government Act 1995 and its 
Regulations and is a statutory requirement. These returns are required to be completed and 
submitted to the Department no later than 31 March each year. 
 
Regulation 14 of the Local Government (Audit) Regulations 1996, requires that the Local 
Government’s Audit and Risk Committee review the CAR and report the results of that review to 
Council for its adoption. Once adopted by Council the report is to be submitted to the Department 
by 31 March 2021. 
 
Whilst a 100% CAR is the ideal outcome, the CAR must be considered as a means of internal 
audit, capable of identifying shortcomings and weaknesses in the system, which can then be 
improved or modified practices can be implemented, to resolve these issues. 
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The area in which the City did not provide a ‘Yes’ response were: 

 
Disclosure of Interest  

 
• Questions 25 in relation to an up to date version of the City’s Employees Code of Conduct 

being published on the City’s website.  
 

Action to be taken as an outcome of the no response – An updated version of the City’s 
Employees Code of Conduct is now available on the City’s website; a note has been added 
to the document within the City’s Record Keeping System to state the requirements for 
advertising.  
 

Optional Questions  
 

• Question 5, in relation to the pushing information on the City’s website, section 5.96A(1)(i) of 
the Local Government Act 1995 states;  

 
(1) The CEO must publish the following information on the local government’s official 

website, unless it would be contrary to subsection (2) to do so — 
 

(i) information of a kind prescribed for the purposes of this subsection or required by 
another provision of this Act to be published on the website. 

 
Due to an updated version of the Employees Code of Conduct not being available on the 
website this question required the no response.  
 
Action to be taken as an outcome of the no response - An updated version of the City’s 
Employees Code of Conduct is now available on the City’s website; a note has been added 
to the document within the City’s Record Keeping System to state the requirements for 
advertising. 

 
The CAR is provided electronically through a secure internet portal and is divided into sections.  
Each section deals with a specific area of the Local Government Act 1995 and these sections are 
then allocated to the relevant officer within the local government who ‘signs in’ electronically 
through the portal to complete each question, in some instances there have been issues with 
accessing the portal and their comments have been entered on behalf of the relevant officer by the 
Governance and Risk Officer. 
 
The officers who are required to complete a section within the CAR are advised how to use the 
online system. Where compliance is not occurring, officers are advised that an honest answer is 
required, so that procedural changes can be made to improve the City’s compliance systems. 

 
Once the audit has been completed, the City is required to: 

 
• Present the Compliance Audit Return to the Audit and Risk Committee for review; 
• Present the Compliance Audit Return to Council and seek adoption of the completed 

Compliance Audit Return; and  
• Return the reviewed, adopted and certified Compliance Audit Return, along with a copy of 

the Council minutes, to the Department by no later than 31 March 2021. 
 

The particulars of any matters of concern raised by the Audit and Risk Committee’s review relating 
to the CAR must be recorded in the minutes of this meeting.  
 
Any person who is not satisfied with the manner in which the compliance assessment process has 
been undertaken by the City or believes there may be a discrepancy in the CAR, may bring the 
particular issue to the attention of the Department. 
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Council may also refer the completed CAR to its Auditor or other external inspection service for an 
independent assessment, if it is deemed necessary.  

 

STRATEGIC IMPLICATIONS 
 
There are no strategic implications as a result of this proposal. 
 

SOCIAL IMPLICATIONS 
 
There are no social implications as a result of this proposal. 
 

LEGAL/POLICY IMPLICATIONS 

Local Government Act 1995 

7.13. Regulations as to audits 28 
 (1) Regulations may make provision as follows — 
 (aa) as to the functions of a CEO in relation to —  
 (i) a local government audit; and 
 (ii) a report (an action report) prepared by a local government under 

section 7.12A(4)(a); and  
 (iii) an audit report; and  
 (iv) a report on an audit conducted by a local government under this Act or any 

other written law; 
 (ab) as to the functions of an audit committee, including in relation to —  
 (i) the selection and recommendation of an auditor under Division 2; and  
 (ii) a local government audit; and 
 (iii) an action report; and 
 (iv) an audit report; and 
 (v) a report on an audit conducted by a local government under this Act or any 

other written law; 
 (ac) as to the procedure to be followed in selecting an auditor under Division 2;  

 [(ad) deleted] 
 (ae) as to monitoring action taken in respect of any matters raised in an audit report; 
 (a) with respect to matters to be included in an agreement in writing (agreement) 

made under section 7.8(1);  
 (b) for notifications and reports to be given in relation to an agreement, including any 

variations to, or termination of an agreement; 
 (ba) as to a copy of an agreement being provided to the Department; 
 (c) as to the manner in which an application may be made to the Minister for approval 

as an auditor under section 7.5; 
 (d) in relation to approved auditors, for the following —  
 (i) reviews of, and reports on, the quality of audits conducted; 
 (ii) the withdrawal by the Minister of approval as an auditor; 
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 (iii) applications to the State Administrative Tribunal for the review of decisions 
to withdraw approval; 

 (e) for the exercise or performance by auditors of their powers and duties under this 
Part; 

 (f) as to the matters to be addressed in an audit report; 
 (g) requiring an auditor (other than the Auditor General) to provide the Minister with 

prescribed information as to an audit conducted by the auditor;  
 (h) prescribing the circumstances in which an auditor (other than the Auditor General) 

is to be considered to have a conflict of interest and requiring an auditor (other 
than the Auditor General) to disclose in an audit report such information as to a 
possible conflict of interest as is prescribed; 

 (i) requiring local governments to carry out, in the prescribed manner and in a form 
approved by the Minister, an audit of compliance with such statutory requirements 
as are prescribed whether those requirements are —  

 (i) of a financial nature or not; or 
 (ii) under this Act or another written law. 

 (2) Regulations may also make any provision about audit committees that may be made 
under section 5.25 in relation to committees. 

 [Section 7.13 amended: No. 64 of 1998 s. 40; No. 49 of 2004 s. 9; No. 55 of 2004 s. 700; 
No. 5 of 2017 s. 20.] 

Local Government (Audit) Regulations 1996 

13. Prescribed statutory requirements for which compliance audit needed (Act s. 
7.13(1)(i)) 
  For the purposes of section 7.13(1)(i) the statutory requirements set forth in the Table to 

this regulation are prescribed. 

Table 

Local Government Act 1995 

s. 3.57 s. 3.58(3) and (4) s. 3.59(2), (4) 
and (5) 

s. 5.16 s. 5.17 s. 5.18 

s. 5.36(4) s. 5.37(2) and (3) s. 5.42 

s. 5.43 s. 5.44(2) s. 5.45(1)(b) 

s. 5.46 s. 5.51A s. 5.67 

s. 5.68(2) s. 5.69(5) s. 5.70 

s. 5.71B(5) 
and (7) 

s. 5.73 s. 5.75 

s. 5.76 s. 5.77 s. 5.88 

s. 5.89A s. 5.104 s. 5.120 

s. 5.121 s. 7.1A s. 7.1B 

s. 7.3 s. 7.6(3) s. 7.9(1) 
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s. 7.12A   

Local Government (Administration) Regulations 1996 

r. 18A r. 18C r. 18E 

r. 18F r. 18G r. 19 

r. 19C r. 19DA r. 22 

r. 23 r. 28 r. 34B 

r. 34C   

Local Government (Audit) Regulations 1996 

r. 7 r. 10  

Local Government (Elections) Regulations 1997 

r. 30G   

Local Government (Functions and General) 
Regulations 1996 

r. 7 r. 9 r. 10 

r. 11A r. 11 r. 12 

r. 14(1), (3) 
and (5) 

r. 15 r. 16 

r. 17 r. 18(1) and (4) r. 19 

r. 21 r. 22 r. 23 

r. 24 r. 24AD(2), (4) 
and (6) 

r. 24AE 

r. 24AF r. 24AG r. 24AH(1) and (3) 

r. 24AI r. 24E r. 24F 
 

14. Compliance audits by local governments 

 (1) A local government is to carry out a compliance audit for the period 1 January to 
31 December in each year. 

 (2) After carrying out a compliance audit the local government is to prepare a compliance 
audit return in a form approved by the Minister. 

 (3A) The local government’s audit committee is to review the compliance audit return and is to 
report to the council the results of that review. 

 (3) After the audit committee has reported to the council under subregulation (3A), the 
compliance audit return is to be — 

 (a) presented to the council at a meeting of the council; and 
 (b) adopted by the council; and 
 (c) recorded in the minutes of the meeting at which it is adopted. 
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15. Certified copy of compliance audit return and other documents to be given to 
Departmental CEO 

 (1) After the compliance audit return has been presented to the council in accordance with 
regulation 14(3) a certified copy of the return together with — 

 (a) a copy of the relevant section of the minutes referred to in regulation 14(3)(c); and 
 (b) any additional information explaining or qualifying the compliance audit, 

  is to be submitted to the Departmental CEO by 31 March next following the period to 
which the return relates. 

 (2) In this regulation — 
 certified in relation to a compliance audit return means signed by — 
 (a) the mayor or president; and 
 (b) the CEO. 
 

FINANCIAL/BUDGET IMPLICATIONS 
 
There are no financial implications that have been identified as a result of this report or 
recommendation. 
 

ASSET MANAGEMENT IMPLICATIONS 
 
No asset management implications have been identified as a result of this report or 
recommendation. 
 

ENVIRONMENTAL/PUBLIC HEALTH IMPLICATIONS 
 
No environmental or public health implications have been identified as a result of this report or 
recommendation. 
 

COMMUNITY ENGAGEMENT 
 
There are no community engagement implications as a result of this report or recommendation.  

ATTACHMENTS 
A. Compliance Audit Return    
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6.5 OFFICE OF THE AUDITOR GENERAL (OAG) — CYBER SECURITY PERFORMANCE 
AUDIT - ACTION UPDATES 

  
SUMMARY 
 
At the Audit and Risk Committee meeting of 4 October 2021, the findings of the recent cyber 
security performance audit conducted by the Office of the Auditor General (‘OAG’) were presented. 
The report contained recommendations as to areas of potential improvement to current practices. 
An update of those actions, as well as details regarding their implementation are provided for 
noting by the Committee.  
 
The following actions are recommended to be closed on the basis that no further action is required, 
as processes have been put in place or amended to reflect the audit findings (as detailed in 
Attachment A - Promapp Risk Status Report 21 February 2022):     
• Cyber Security Awareness Training 
• Vulnerability Management 
• Cyber Security Policy 
 
 

OFFICER RECOMMENDATION 
 
That the Audit and Risk Committee: 
 

1. Note and provide comment where appropriate the cyber security performance audit 
action report detailed in Attachment A - Promapp Risk Status Report 21 February 
2022; and  

 
2. Note closure of the following actions as detailed in Attachment A - Promapp Risk 

Status Report 21 February 2022:   
• Cyber Security Awareness Training 
• Vulnerability Management 
• Cyber Security Policy 

 
 
DISCUSSION 
 
Progress towards implementing the recommended actions contained in the cyber security 
performance audit remains ongoing. Updates will be provided to each meeting of the Audit and 
Risk Committee until such time as actions are approved for closure by the Committee. Updates to 
open actions are provided in Attachment A - Promapp Risk Status Report 21 February 2022 
  

STRATEGIC IMPLICATIONS 
 
There are no strategic implications as a result of this proposal. 
 

SOCIAL IMPLICATIONS 
 
There are no social implications as a result of this proposal. 
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LEGAL/POLICY IMPLICATIONS 
 
No legal/policy implications have been identified as a result of this report or recommendation. 
 

FINANCIAL/BUDGET IMPLICATIONS 
 
There are no financial implications that have been identified as a result of this report or 
recommendation. 
 

ASSET MANAGEMENT IMPLICATIONS 
 
No asset management implications have been identified as a result of this report or 
recommendation. 
 

ENVIRONMENTAL/PUBLIC HEALTH IMPLICATIONS 
 
No environmental or public health implications have been identified as a result of this report or 
recommendation. 
 

COMMUNITY ENGAGEMENT 
 
There are no community engagement implications as a result of this report or recommendation.  

ATTACHMENTS 
A. Attachment A - promapp Risk Status Report 21 February 2022    
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6.6 UPDATE ON THE PROGRESS OF THE ONECOUNCIL IMPLEMENTATION PROJECT 
  
SUMMARY 
 
Previously, the OneCouncil project update has noted the challenge with availability of skilled staff; 
this continues to be a significant project risk.  To some extent, this risk can be offset by employing 
the software vendor, TechnologyOne, to deliver these services.  To date, however, the City’s 
experience with utilising TechnolgyOne consultants has not been ideal.  Due to these concerns, 
the City has now entered into a contract with Atturra, a specialist IT consulting firm with expertise in 
TechnologyOne products, as an alternative to TechnologyOne, and for specialist consultants that 
are not otherwise available in the general market.  Consulting costs with Atturra are more 
competitive than the rates offered by TechnologyOne. 
 
Despite the challenges with availability of specialist project staff, with the current project team, 
assistance from specialist Atturra consultants and to a lesser extent with assistance from 
TechnologyOne, the City is on target for a go-live on 1 July 2022.  Although still on target, the 
timeframe to go-live is tight, and requires careful oversight by management to ensure any variation 
from the schedule is addressed through resourcing, or other critical decisions.  In particular, the 
Works module and the Payroll module are both on the critical path, with the latter likely requiring 
additional external support to ensure the go-live is not delayed. 
 
A significant change to the project since the last Council update is the retirement of the Project 
Manager.  The Project Manager stepped into the project at short notice, and has been key to 
progressing the project to the current point of having most of the required boxes ticked to enable 
go-live, with a plan in place to achieve this goal.  Fortunately, due to previously recognised risk 
relating to loss of project staff, the City has managed the project with a team made up of the 
Project Manager and Change Manager, so that the Change Manager has a good grasp of the 
project.  With this approach, the Change Manager has been able to seamlessly step into the 
Project Manager role.  To support the new Project Manager (who will continue to oversee the 
Change role), a specialist Atturra consultant will be engaged part time, to provide technical 
assistance, with particular focus on updating and monitoring the project schedule. 
 
 

OFFICER RECOMMENDATION 
 
That the Audit and Risk Committee note the Update on the Progress of the OneCouncil 
Implementation Project and provide comment where necessary, and note the requirement 
to update the budget as part of the mid year review. 

 
 
DISCUSSION 
 
Project Resourcing 
The availability of skilled project staff continues to be a challenge for the project.  While the City 
has managed to acquire some talented staff, on many occasions staff have taken another role, 
before commencing with the City, or stayed with the City for a short time, before moving on.  On 
several occasions, the skills or fit of the person did not match the City’s requirements, and it was 
necessary to move the person on from the organisation.  Due to the constrained market, the City is 
paying a premium for all project staff employed. 
 
Due to the challenges staffing the project, to continue the progression of the project, the City has 
employed additional consultant hours through TechnologyOne.  Unfortunately, the City has 
struggled to get consistency with TechnologyOne consultants, with bookings regularly being filled 
with different consultants, including junior consultants.  The City has also engaged TechnologyOne 
to finalise parts of configuration, to catch up parts of the project that were lagging.  The City’s 
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experience is that TechnologyOne Consultants are unable to complete this type of work, with the 
end result usually being a partial configuration with outstanding areas requiring work by the City, or 
additional advice from other consultants. 
 
Due to the challenges with finding project staff, and the quality of the services provided by 
TechnologyOne, the City has now entered into a contract with Atturra to provide consulting 
services.  Atturra’s consultants are OneCouncil specialists, and are able to offer the City additional 
availability and consistency.  Significant advantages of Atturra are the quality and consistency of 
their consultants, and their willingness to work as a team without additional costs (experience with 
TechnologyOne is that advice about integration with other modules requires the engagement of an 
additional consultant).  The City’s experience is also that the Atturra consultants are more 
experienced than the TechnologyOne consultants, generally being previously long-serving 
TechnologyOne employees. 
 
With the assistance of Atturra, the City’s internal project team, and to a lesser extent 
TechnologyOne, the project team has a high level of confidence that the go-live date of 1 July will 
be met.  Noted above, the critical path is the Payroll module and the Works module.  The Payroll 
module is substantially being configured by an internal resource.  The relevant officer was delayed 
on the configuration by the enterprise agreement, and a recent audit by an Atturra consultant has 
determined that, although the major configuration is complete, a lot of detail is still required.  To 
ensure the Payroll module stays on track, an Atturra consultant has been engaged to guide the 
City’ internal resource, and to complete the detailed configuration.  Advice from both Atturra and 
TechnologyOne is that there is a high level of confidence the resource allocation is sufficient to 
keep the project on track, and that the User Acceptance Testing date will be reached on schedule. 
 
The Works module, to a significant extent, has been delayed due to the time taken to finalise the 
configuration of the Finance module.  The challenge with completing the configuration of the Works 
module has also been created by previous inability to source a suitable internal resource to 
progress the configuration, perceived quality concerns with the TechnologyOne consultant, and 
medical issues with two different Atturra consultants (including Covid).  Despite these issues, there 
is a high level of confidence that this module will be finalised in time to meet the User Acceptance 
Testing schedule.  The relevant Atturra consultants have recovered and are available for the 
project, and the module is being supported by existing internal resources, with a member of the 
City’s operations team to also be allocated to the project. 
 
In addition to the project critical modules, the City is also progressing the PPLGS module, which is 
the performance management module, being be the tool that manages corporate planning and the 
corporate business plan reporting.  This module is standalone, so does not impact the go-live date.  
However, despite the intention to deliver this module early, it is now being hampered by an inability 
of TechnologyOne to provide a resource to assist with the configuration.  A resource has now been 
requested through Atturra, however, the availability of the Atturra resource means the module will 
not progress until April. 
 
Finally, although it is not ideal to lose a project manager on such a significant project, the approach 
taken by the City, using a project management team, has reduced the impact of this risk being 
realised.  To continue to mitigate this risk, the City will continue with a team approach.  The City’s 
current Change Manager will become the formal Project Manager, while continuing to support the 
change actions.  An Atturra consultant will be allocated to the project on a part-time basis, to 
provide technical assistance and schedule oversight.  This approach ensures the Project Manager 
is not overloaded, and has the required technical support, while maintaining a project management 
team approach. 
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STRATEGIC IMPLICATIONS 
 
This proposal will support the achievement of the following outcome/s and objective/s detailed in 
the Strategic Community Plan and Corporate Business Plan. 
 

Strategic Community Plan 

Outcome Strategic Objective Action in CBP (if 
applicable) 

How does this 
proposal achieve the 

outcomes and 
strategic objectives? 

5 – Visionary 
leadership 
dedicated to acting 
for its community 

5.1 – Model accountable 
and ethical governance, 
strengthening trust with 
the community 

5.1.1 – Implement the 
Strategic Community 
Plan and Corporate 
Business Plan 
 
5.1.2 – Implement the 
Long Term Financial 
Plan 
 
5.1.3 – Implement the 
Infrastructure Strategy 

 

 
 

SOCIAL IMPLICATIONS 
 
There are no social implications as a result of this proposal. 
 

LEGAL/POLICY IMPLICATIONS 
 
No legal/policy implications have been identified as a result of this report or recommendation. 
 

FINANCIAL/BUDGET IMPLICATIONS 
 
Early in the financial year, officers drew a line across implementation expenditure and determined 
the implementation funds available to complete the project.  Against these funds, an estimate of 
resources required to complete the implementation from that point was undertaken by the new 
project manager, to confirm the efficacy of the project. 
 
From July 1 2021, there was $4.32m available of the agreed commitment, to complete the 
implementation of the project.  The project manager estimated that Phase 1 would require 
approximately $3.1m, with Phase 2 utilising approximately $1.2m.  Each report to the Council, 
however, has noted that there has been a significant increase in consulting and internal labour 
costs related to the current constrained IT project labour market. 
 
Despite the escalating costs, the focus of the project team has been to on the delivery of the 
project within budget.   This focus has ensured consideration of opportunities to shortcut the effort, 
particularly opportunities to work with other local authorities, and adopt other local government 
configurations.  This focus has also dictated a minimum configuration approach, with a desire to 
deliver a viable product with minimal customisation (Councillors may also remember that a 
significant issue with the current business system is the level of customisation and the inability for 
the vendor to meaningfully support the product). 
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With the approach taken to date, the expenditure projection to go-live is an expenditure of $2.8m, 
which is approximately $0.3m under estimate.  Additional Phase 1 costs will be realised after go-
live, as part of hypercare, and any phasing of the go-live (e.g. turning on the Works module over a 
few months).  The Phase 1 expenditure includes part of the Phase 2 data migration, so that some 
of the Phase 2 costs are being borne early.  Accordingly, the project is considered to be on track to 
meet budget, with a minor contingency. 
 
To ensure the project stays on track for Phase 2, as has been reported previously, the project team 
has been investigating the use of configurations from other local authorities, rather than building a 
Kwinana specific configuration.  Consideration of the City of Canning and the City of Gosnells 
configurations has been undertaken, with internal acceptance that these configurations are 
suitable.  Accordingly, there is a high level of confidence that the whole of the project will be 
delivered within budget. 
 
Finally, it is necessary to update the 2021/22 financial year budget to recognise the project 
expenditure for the year.  At the time of adopting the 2021/22 budget, the transition to SAAS had 
not been negotiated, and the details of the expenditure on the two phases had not been 
determined.  Accordingly, the adopted budget was based on the original project expenditure 
estimates.  As the City has a planned go-live of 1 July 2022, the majority of the project expenditure 
has been brought forward into the 2021/22 financial year, and the budget needs to be updated to 
reflect the progress on the project.  Accordingly, as part of the mid-year review, reserve funds will 
be allocated to the project, to cover the total estimated expenditure (including software 
subscriptions) of $2.97m. 
 

ASSET MANAGEMENT IMPLICATIONS 
 
No asset management implications have been identified as a result of this report or 
recommendation. 
 

ENVIRONMENTAL/PUBLIC HEALTH IMPLICATIONS 
 
There are no implications on any determinants of health as a result of this report. 
 

COMMUNITY ENGAGEMENT 
 
There are no community engagement implications as a result of this report or recommendation. 
 

ATTACHMENTS 
Nil 
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6.7 OCCUPATIONAL SAFETY AND HEALTH (OSH) STATISTICAL DATA REPORT 
  
SUMMARY 
 
This statistical data is provided to the Audit and Risk Committee for noting. 
 
Council has endorsed a Health and Safety Policy to meet its moral and legal obligation to provide a 
safe and healthy work environment for all employees, contractors, customers and visitors. This 
commitment extends to ensuring the City’s operations do not place the community at risk of injury, 
illness or property damage. At every Audit and Risk Committee Meeting the Committee receives a 
report detailing statistical data. This report entitled the City of Kwinana OSH Statistical Data Report 
is enclosed as Attachment A. 
 
 

OFFICER RECOMMENDATION 
 
That the Audit and Risk Committee note the City of Kwinana OSH Statistical Data Report 
detailed in Attachment A. 

 
 
 
DISCUSSION 
 
 
The OSH Statistical Data Report is provided to the Audit and Risk Committee at each Audit and 
Risk Committee Meeting. The City assesses the incident reporting data to provide information on 
the nature and extent of injury and/or disease, including a comprehensive set of data for the 
workplace, to assist in the efficient allocation of resources, to identify appropriate preventative 
strategies and monitor the effectiveness of these strategies and to provide a set of data for 
benchmarking against other Local Governments. As a result, the City can adequately identify, 
evaluate and manage the safety and health aspects of its workforce operations. 
 
Summary of Statistical Data: 
 
The statistical data report details information over a three-month period, 1 December 2021 to 28 
February 2022. From the represented data, it is noted that the incident count trend from the 
previous period remains the same, with one incident reported in December, six incidents in 
January and two incidents in February 2022. These nine incidents are from the following 
directorates:       
 

• Four from City Life,  
• three from City Infrastructure,  
• one from City Development and Sustainability directorate, and 
• one from the Office of the CEO. 

  
The departments that are domiciled to each directorate includes teams that are considered “high 
risk” teams due to their operational nature. The incidents reported over the three-month reporting 
period have predominately occurred in these “high risk” teams.  One of the incidents were listed as 
lost time, one injury – no lost time, one medical treatment, three first aid and three reports only. 
 
OSH System Update: 
 
As discussed at the Audit and Risk Committee meeting in October 2021, the City had undertaken 
research into an appropriate electronic system to remove the various manual and laborious 
recording systems and to further enhance the City’s Safety and Health Management framework. 
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The expected outcomes of the electronic system are to continually assess and advance processes, 
improve on the information obtained and collate data that provides meaningful evaluation thereby 
assisting in the appropriate management of hazards and risks at the City. A preferred system has 
been assessed, namely MyOSH, and the City is now in the process of procuring the software. 
 
During the process, the City identified the following core modules which are standard with the 
product: - 

• Incident reporting, 
• Action management, 
• Hazard management, and 
• Dash board. 

 
Through a consultation process, the following modules were also agreed with the internal 
stakeholders being: -  

• Inspections and audits, 
• Risk assessments, 
• Contractor management, and 
• Safe work method statements (SWMS). 

 
After procurement of the system, there will be a phase of configuration and implementation and the 
provision of training to appropriate staff. 
  

STRATEGIC IMPLICATIONS 
 
There are no strategic implications as a result of this proposal. 
 

SOCIAL IMPLICATIONS 
 
There are no social implications as a result of this proposal. 
 

LEGAL/POLICY IMPLICATIONS 
 
Regulation 17 of the Local Government (Audit) Regulations 1996 provides: 

 
17. CEO to review certain systems and procedures 

 
(1) The CEO is to review the appropriateness and effectiveness of a local government’s systems 

and procedures in relation to —  
(a) risk management; and 
(b) internal control; and 
(c) legislative compliance. 

(2) The review may relate to any or all of the matters referred to in subregulation (1)(a), (b) and 
(c), but each of those matters is to be the subject of a review not less than once in every 3 
financial years. 

(3) The CEO is to report to the audit committee the results of that review. 
 

FINANCIAL/BUDGET IMPLICATIONS 
 
The financial implications as a result of this report include the purchase/implementation of an 
electronic safety system. 
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ASSET MANAGEMENT IMPLICATIONS 
 
There are no asset management implications as a result of this report. 
 

ENVIRONMENTAL/PUBLIC HEALTH IMPLICATIONS 
 
No environmental or public health implications have been identified as a result of this report or 
recommendation. 
 

COMMUNITY ENGAGEMENT 
 
There are no community engagement implications as a result of this report or recommendation. 

ATTACHMENTS 
A. Attachment A - City of Kwinana OSH Statistical Data Report    
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7 LATE AND URGENT BUSINESS    

Note: In accordance with Clauses 3.13 and 3.14 of Council’s Standing Orders, only items 
resolved by Council to be Urgent Business will be considered. 

8 ANSWERS TO QUESTIONS WHICH WERE TAKEN ON NOTICE 

9 CLOSE OF MEETING 


	Order Of Business
	1 Opening and Announcement of Visitors 3
	2 Welcome to Country and Acknowledgement of Country 3
	3 Attendance, Apologies, Leave(s) of Absence (Previously Approved) 3
	4 Declarations of Interest (Financial, Proximity, Impartiality – both real And Perceived) by Members and City Officers 3
	5 Confirmation of Minutes 4
	5.1 Minutes of the Audit and Risk Committee Meeting held on 6 December 2021 4
	6 Reports 5
	6.1 Infrastructure Contributions Annual Status Report 5
	6.2 Regulation 17 Audit and Developer Contribution Payment Audit - Action Update 36
	6.3 Risk Management Report 39
	6.4 Compliance Audit Return 42
	6.5 Office of the Auditor General (OAG) — Cyber Security Performance Audit - Action Updates 62
	6.6 Update on the Progress of the OneCouncil Implementation Project 72
	6.7 Occupational Safety and Health (OSH) Statistical Data Report 76
	7 Late and Urgent Business 82
	8 Answers to Questions which were taken on Notice 82
	9 Close of Meeting 82
	1 OPENING AND ANNOUNCEMENT OF VISITORS
	Presiding Member to declare the meeting open and welcome all in attendance.
	2 WELCOME TO COUNTRY AND ACKNOWLEDGEMENT OF COUNTRY
	Councillor Barry Winmar to present the Welcome to Country:
	“Ngullak nyinniny kooralong koora ngullak noitj nidja noongar boodjar. Noongar moort djoorapiny nyinniny nidja ngulla quopadok noongar boodjar kooralong.From the beginning of time to the end, this is Noongar Country. Noongar people have been graceful keepers of our nation for many, many years.
	Ngalla djoorapiny maambart boodjar ngallak bala maambart quop ngalla koort djoorapiny nidja ngalla mia mia nyinniny noongar boodjar.We respect the earth our mother and understand that we belong to her - she does not belong to us. In all her beauty, we find comfort, wellbeing, and life that creates a home for everyone that has become a keeper of Noongar Country.
	Djinanginy katatjin djoorapiny nidja weern noongar boodjar ngalla mia mia boorda.Look, listen, understand and embrace all the elements of Noongar Country that is forever our home.
	Kaya wandju ngaany Barry Winmar Wadjuk Ballardong maaman ngaany koort djoorpiny noonook nidja Noongar boodjar daadjaling waankganiny noitj Noongar Boodjar.
	Hello and welcome my name is Barry Winmar and I am a Whadjuk Ballardong man my heart is happy as we are gathered on Noongar country and speaking here on Noongar Country”
	Presiding Member to read the Acknowledgement of country:
	“It gives me great pleasure to welcome you all here and before commencing the proceedings, I would like to acknowledge that we come together tonight on the traditional land of the Noongar people and we pay our respects to their Elders past and present.”
	3 ATTENDANCE, APOLOGIES, LEAVE(S) OF ABSENCE (PREVIOUSLY APPROVED)
	Apologies:
	Leave(s) of Absence (previously approved):
	4 DECLARATIONS OF INTEREST (FINANCIAL, PROXIMITY, IMPARTIALITY – BOTH REAL AND PERCEIVED) BY MEMBERS AND CITY OFFICERS
	Section 5.65(1) of the Local Government Act 1995 states:
	A member who has an interest in any matter to be discussed at a council or committee meeting that will be attended by the member must disclose the nature of the interest — 
	in a written notice given to the CEO before the meeting; or
	at the meeting immediately before the matter is discussed.
	Section 5.66 of the Local Government Act 1995 states:
	If a member has disclosed an interest in a written notice given to the CEO before a meeting then — 
	before the meeting the CEO is to cause the notice to be given to the person who is to preside at the meeting; and
	at the meeting the person presiding is to bring the notice and its contents to the attention of the persons present immediately before the matters to which the disclosure relates are discussed.
	5 CONFIRMATION OF MINUTES
	5.1 MINUTES OF THE AUDIT AND RISK COMMITTEE MEETING HELD ON 6 DECEMBER 2021

	RECOMMENDATION
	That the Minutes of the Audit and Risk Committee Meeting held on 6 December 2021 be confirmed as a true and correct record of the meeting.
	6 REPORTS
	6.1 INFRASTRUCTURE CONTRIBUTIONS ANNUAL STATUS REPORT 

	SUMMARY
	Clause 6.10.18 of State Planning Policy 3.6 Infrastructure Contributions (SPP 3.6) requires an annual status report to be prepared by local government that provides an overview of progress of the delivery of infrastructure specified in each of the City’s Developer Contribution Plans (DCPs) and the financial position of the Developer Contribution Funds.
	The annual status report is to be published by the local government on its website and supporting documentation and data informing the status report is to be made available at the request of the Department of Local Government, Sport and Cultural Industries or the Department of Planning, Lands and Heritage, to enable the effective collection of information regarding the progress of all DCPs across the State.
	DISCUSSION
	Draft Local Planning Strategy
	The adoption of the Annual Status Reports will support the achievement of the following actions in the draft Local Planning Strategy:
	Strategic Direction:
	To deliver an equitable distribution of accessible and integrated multi-functional public open spaces, community infrastructure and recreation facilities that supports healthy and socially connected communities.
	Strategic Actions:
	 Pursue developer contributions for community, public open space, social, road and other infrastructure items for improvement or provision as appropriate, in accordance with the City of Kwinana’s Community Infrastructure Plan and approved local structure plans.
	 Implement, and regularly review, the City’s Developer Contribution Plans in accordance with State Planning.
	Annual Status Report
	The revised SPP 3.6 was gazetted on 30 April 2021. The policy sets out the principles and considerations that apply to development contributions for the provision of infrastructure in new and established urban areas and the form, content and process to be followed.
	The revised policy requires an annual review of cost estimates to be undertaken for each DCP. 
	This was completed and reported to Council in late 2021, as part of adopting revised Developer Contribution Plan (DCP) Reports and associated Cost Apportionment Schedule (CAS) for DCAs 1- 7. The review was based on the Community Infrastructure Plan (CIP) adopted by Council in October 2018. 
	In addition to the annual review of cost estimates, an annual status report is required by clause 6.10.18 of SPP 3.6 to be prepared by the local government, providing an overview of progress of the delivery of infrastructure specified in the Development Contribution Plan/s and the financial position of the Developer Contribution funds. 
	The status report is to include:
	 The timing and estimated percentage delivery of an infrastructure item against that stated in the DCP, arising from the review of the local government’s Capital Expenditure Plan;
	 The financial position of the DCP, including interest that has been accrued; and 
	 A summary of the review of the estimated costs in the CAS, including any changes in funding and revenue sources, and any relevant indexation.
	Annual Status Reports have been prepared for the City’s Development Contribution Plans and can be found as Attachments A and B. The reports have been prepared using the model template provided in Schedule 5 of SPP 3.6.
	Once considered by the Audit and Risk Committee and subsequently adopted by Council the Annual Status Reports are to be published by the local government on its website, and should align with the annual financial statements.
	STRATEGIC IMPLICATIONS
	This proposal will support the achievement of the following outcome/s and objective/s detailed in the Strategic Community Plan and Corporate Business Plan.
	Strategic Community Plan
	Outcome
	Strategic Objective
	Action in CBP (if applicable)
	How does this proposal achieve the outcomes and strategic objectives?
	3 – Infrastructure and services that are affordable and contribute to health and wellbeing
	3.1 – Develop quality, affordable infrastructure and services designed to improve the health and wellbeing of the community
	N/A – There is no specific action in the CBP, yet this report will help achieve the indicated outcomes and strategic objectives
	Provides an update on progress towards infrastructure items identified in Developer Contribution Plans 
	3.3 – Maintain infrastructure, playgrounds, parks and reserves to a high standard through sustainable asset maintenance and renewal
	N/A – There is no specific action in the CBP, yet this report will help achieve the indicated outcomes and strategic objectives
	Provides an update on progress towards infrastructure items identified in Developer Contribution Plans 
	SOCIAL IMPLICATIONS
	There are no social implications as a result of this proposal.
	LEGAL/POLICY IMPLICATIONS
	State Planning Policy 3.6: Infrastructure Contributions 
	Local Planning Policy 4: Administration of Development Contributions 
	For the purpose of Councillors considering a financial or impartiality interest only, there are multiple owners and developers affected by this report, located within DCAs 2 – 7 and 8 – 15.  
	FINANCIAL/BUDGET IMPLICATIONS
	This proposal provides an update on developer contributions towards community infrastructure.  
	ASSET MANAGEMENT IMPLICATIONS
	This proposal provides an update on developer contributions towards community infrastructure.  
	ENVIRONMENTAL/PUBLIC HEALTH IMPLICATIONS
	There are no environmental / public health implications as a result of this proposal.
	COMMUNITY ENGAGEMENT
	No community engagement required, however the Annual Status Reports will be published on the Councils website.
	ATTACHMENTS
	A. Development Contribution Plans 1-7 - Annual Status Report 2021  
	B. Development Contribution Plans 8-15 - Annual Status Report 2021   
	/
	/
	/
	/
	/
	/
	/
	/
	/
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	6.2 REGULATION 17 AUDIT AND DEVELOPER CONTRIBUTION PAYMENT AUDIT - ACTION UPDATE

	SUMMARY
	At the Audit and Risk Committee meeting of 14 June 2021, the findings of the recent Regulation 17 Audit conducted by Paxon Group as well as the Developer Contribution Payment (‘DCP’) Audit conducted by Crowe Australia were presented. Both audits contained recommendations as to areas of potential improvement to current practices. 
	An update of the actions recommended by the audits has been provided to the committee at its subsequent meetings. Those actions, as well as details from the relevant officers regarding their implementation are provided for noting by the Committee. 
	Those actions that have no further action required, as processes have been put in place or amended to reflect the audit findings, are detailed in Confidential Attachment A and are recommended to be closed.  
	DISCUSSION
	At the Committee’s meeting of 6 December 2021, the Committee deferred consideration of the close out of some actions from the Regulation 17 Audit, namely: 
	 I00008 Policies out of date on Website;
	 I00011 Team Risk Registers missing dates for ongoing review;
	 I00021 Amend processes to ensure segregation of duties at all levels in the procurement process;
	 I00022 Ensure journals are reviewed and signed off by an independent experienced officer before processing;
	 I00026 Develop a process/checklist to ensure invoices relating to contracts and tenders are checked back to the price schedule before approval for payment;
	 I00032 Action incomplete matters from 2020 Compliance Audit Return; and
	 I00033 Update the Gift Disclosure Register on the website.
	In the interim, City Officers have updated the following additional Regulation 17 actions, which are now recommended for closure:
	 I00012 Cyber-Crime and Cyber Fraud Policies; Procedures non-existent;
	 I00015 ICT and Records Disaster Recovery Plan out of date;
	 I00018 Formal Risk Training and Refresher training not provided;
	 I00020 Provide refresher training to staff on Purchasing requirements;
	 I00024 Customer Service Charter Review;
	 I00027 No procedure for raising debtor invoice;
	 I00030 No Whistle Blower Policy; and
	 I00031 Purchasing Policy not updated to reflect thresholds.
	It is further recommended that the Committee note the closing of the following actions from DCP Audit:
	 I00053 DCP requirements - DCA1 Annual Financial Audit
	 I00056 DCP Delegations
	 I00059 DCP Recording System – B
	 I00063 Managing conflict of interest
	 I00066 Bond/Bank Guarantee Monitoring
	Full details of the completed actions are included in Confidential Attachments A and B and are provided to the Committee for noting and comment where appropriated.
	Further updates will be provided to each meeting of the Audit and Risk Committee until such time as all actions are approved for closure by the Committee. 
	In relation to its recording and monitoring of actions, the City is presently transitioning its reporting across the organisation:
	 Strategic Community Plan and Corporate Business Plan Reporting – Previously the City stored and tracked this information in Performance Manager (Civica). Progress against actions is now being reported quarterly through spreadsheets as we progress towards tracking this information in TechOne. The first quarter for this financial year was provided to Council at its meeting of 24 November 2021.
	 Team Business Plan Reporting – Remains on hold until the transition to recording this information in TechOne.  Team Business Plans are currently being progressed through spreadsheets ahead of the new system.
	 Opportunities for Improvement and Internal Non-Conformance Reporting – The City is transitioning from Performance Manager to Promapp software, with the intention of being able to identify, investigate and action an improvement/incident, rather than just report on them.
	STRATEGIC IMPLICATIONS
	There are no strategic implications as a result of this proposal.
	SOCIAL IMPLICATIONS
	There are no social implications as a result of this proposal.
	LEGAL/POLICY IMPLICATIONS
	No legal/policy implications have been identified as a result of this report or recommendation.
	FINANCIAL/BUDGET IMPLICATIONS
	There are no financial implications that have been identified as a result of this report or recommendation.
	ASSET MANAGEMENT IMPLICATIONS
	No asset management implications have been identified as a result of this report or recommendation.
	ENVIRONMENTAL/PUBLIC HEALTH IMPLICATIONS
	No environmental or public health implications have been identified as a result of this report or recommendation.
	COMMUNITY ENGAGEMENT
	There are no community engagement implications as a result of this report or recommendation. 
	ATTACHMENTS
	A. Regulation 17 Audit - Attachment A - Audit and Risk Committee Meeting 28 February 2022 - Confidential  
	B. Developer Contribution Payment Audit - Attachment B - Audit and Risk Committee Meeting 28 February 2022 - Confidential   
	6.3 RISK MANAGEMENT REPORT 

	SUMMARY
	The City’s Risk Management Policy provides the foundations and organisational arrangements for embedding risk awareness, monitoring and management across strategic and operational levels of the organisation. 
	At each Audit and Risk Committee Meeting, a report is presented detailing all identified strategic risks and high-level operational risks, as well as the status of the actions to manage those risks.
	These reports are provided at Confidential Attachments A and B.  
	The City is continuing its transition to the Camms.Risk system, including providing further risk training and education across the organisation. 
	DISCUSSION
	The City’s Risk Management Strategy sets the following role and responsibilities for the Committee:
	a)  Ensuring the City has appropriate risk management and internal controls in place;
	b)  Approving and reviewing risk management programmes and risk treatment options for extreme risks;
	c)  Setting and reviewing risk management tolerances/appetite and making recommendations to Council;
	d)  Providing guidance and governance to support significant and/or high-profile elements of the risk management spectrum;
	e)  Monitoring strategic risk management and the adequacy of internal controls established to manage the identified risks;
	f)  Monitoring the City’s internal control environment and reviewing the adequacy of policies, practices and procedures;
	g)  Assessing the adequacy of risk reporting;
	h)  Monitoring the internal risk audit function, including development of audit programs as well as monitoring of audit outcomes and the implementation of recommendations;
	i)  Setting the annual internal audit plan in conjunction with the internal auditor taking into account the City Strategic and Operational Risk Registers;
	j)  Conduct an annual review of the organisation’s Risk Management Policy and Strategy; and
	k)  Reporting through the Chief Executive Officer to the Council on its findings.
	The Organisational Risk Registers are provided to the Audit and Risk Committee on a quarterly basis for their review and as an opportunity to provide advice regarding risk management, as the City is focussed on creating a culture that is committed to openness and transparency and fulfilling its responsibilities in relation to risk management. 
	The City of Kwinana Risk Management Strategy establishes the risk appetite/attitude for residual risk as follows: 
	/
	The Organisational Risk Register shows all strategic risks. Strategic and Operational Risk Registers are provided for the Committee’s noting and comment where appropriate, showing those risks having a residual risk assessment of ‘High’ or ‘Extreme’.
	STRATEGIC IMPLICATIONS
	There are no strategic implications as a result of this proposal.
	SOCIAL IMPLICATIONS
	There are no social implications as a result of this proposal.
	LEGAL/POLICY IMPLICATIONS
	Regulation 17 of the Local Government (Audit) Regulations 1996 provides:
	17. CEO to review certain systems and procedures
	(1) The CEO is to review the appropriateness and effectiveness of a local government’s systems and procedures in relation to — 
	(a) risk management; and
	(b) internal control; and
	(c) legislative compliance.
	 (2) The review may relate to any or all of the matters referred to in subregulation (1)(a), (b) and (c), but each of those matters is to be the subject of a review not less than once in every 3 financial years.
	(3) The CEO is to report to the audit committee the results of that review.
	FINANCIAL/BUDGET IMPLICATIONS
	There are no financial implications that have been identified as a result of this report or recommendation.
	ASSET MANAGEMENT IMPLICATIONS
	No asset management implications have been identified as a result of this report or recommendation.
	ENVIRONMENTAL/PUBLIC HEALTH IMPLICATIONS
	No environmental or public health implications have been identified as a result of this report or recommendation.
	COMMUNITY ENGAGEMENT
	There are no community engagement implications as a result of this report or recommendation. 
	ATTACHMENTS
	A. Attachment A - Strategic Risk Register for Risk Identification - Camms.Risk - Confidential  
	B. Attachment B - Operational Risk Register for Risk Identification - Camms.Risk - Confidential   
	6.4 COMPLIANCE AUDIT RETURN

	SUMMARY
	The Department of Local Government, Sport and Cultural Industries (the Department) has circulated to all Western Australian Local Governments the annual Compliance Audit Return (CAR) for completion.  
	The CAR is a requirement of the Department and monitors the local government’s compliance with the Local Government Act 1995 and its Regulations for the period of 1 January to 31 December 2021.
	The function of the Audit and Risk Committee includes reviewing the effectiveness of the local government’s systems in regard to risk management, internal control and legislative compliance which includes the Compliance Audit Return.
	The Compliance Audit Return 2021 is as detailed at Attachment A.
	DISCUSSION
	Each year Western Australian Local Governments are required to complete a Compliance Audit Return (CAR) for the Department in accordance with the Local Government Act 1995.
	The Department has circulated to all Western Australian Local Governments for completion of its annual CAR, covering the review period 1 January to 31 December 2021. The return is a means of monitoring compliance with the requirements of the Local Government Act 1995 and its Regulations and is a statutory requirement. These returns are required to be completed and submitted to the Department no later than 31 March each year.
	Regulation 14 of the Local Government (Audit) Regulations 1996, requires that the Local Government’s Audit and Risk Committee review the CAR and report the results of that review to Council for its adoption. Once adopted by Council the report is to be submitted to the Department by 31 March 2021.
	Whilst a 100% CAR is the ideal outcome, the CAR must be considered as a means of internal audit, capable of identifying shortcomings and weaknesses in the system, which can then be improved or modified practices can be implemented, to resolve these issues.
	The area in which the City did not provide a ‘Yes’ response were:
	Disclosure of Interest 
	 Questions 25 in relation to an up to date version of the City’s Employees Code of Conduct being published on the City’s website. 
	Action to be taken as an outcome of the no response – An updated version of the City’s Employees Code of Conduct is now available on the City’s website; a note has been added to the document within the City’s Record Keeping System to state the requirements for advertising. 
	Optional Questions 
	 Question 5, in relation to the pushing information on the City’s website, section 5.96A(1)(i) of the Local Government Act 1995 states; 
	(1) The CEO must publish the following information on the local government’s official website, unless it would be contrary to subsection (2) to do so —
	(i) information of a kind prescribed for the purposes of this subsection or required by another provision of this Act to be published on the website.
	Due to an updated version of the Employees Code of Conduct not being available on the website this question required the no response. 
	Action to be taken as an outcome of the no response - An updated version of the City’s Employees Code of Conduct is now available on the City’s website; a note has been added to the document within the City’s Record Keeping System to state the requirements for advertising.
	The CAR is provided electronically through a secure internet portal and is divided into sections.  Each section deals with a specific area of the Local Government Act 1995 and these sections are then allocated to the relevant officer within the local government who ‘signs in’ electronically through the portal to complete each question, in some instances there have been issues with accessing the portal and their comments have been entered on behalf of the relevant officer by the Governance and Risk Officer.
	The officers who are required to complete a section within the CAR are advised how to use the online system. Where compliance is not occurring, officers are advised that an honest answer is required, so that procedural changes can be made to improve the City’s compliance systems.
	Once the audit has been completed, the City is required to:
	 Present the Compliance Audit Return to the Audit and Risk Committee for review;
	 Present the Compliance Audit Return to Council and seek adoption of the completed Compliance Audit Return; and 
	 Return the reviewed, adopted and certified Compliance Audit Return, along with a copy of the Council minutes, to the Department by no later than 31 March 2021.
	The particulars of any matters of concern raised by the Audit and Risk Committee’s review relating to the CAR must be recorded in the minutes of this meeting. 
	Any person who is not satisfied with the manner in which the compliance assessment process has been undertaken by the City or believes there may be a discrepancy in the CAR, may bring the particular issue to the attention of the Department.
	Council may also refer the completed CAR to its Auditor or other external inspection service for an independent assessment, if it is deemed necessary. 
	STRATEGIC IMPLICATIONS
	There are no strategic implications as a result of this proposal.
	SOCIAL IMPLICATIONS
	There are no social implications as a result of this proposal.
	LEGAL/POLICY IMPLICATIONS
	Local Government Act 1995
	7.13. Regulations as to audits 28
	 (1) Regulations may make provision as follows —
	 (aa) as to the functions of a CEO in relation to — 
	 (i) a local government audit; and
	 (ii) a report (an action report) prepared by a local government under section 7.12A(4)(a); and 
	 (iii) an audit report; and 
	 (iv) a report on an audit conducted by a local government under this Act or any other written law;
	 (ab) as to the functions of an audit committee, including in relation to — 
	 (i) the selection and recommendation of an auditor under Division 2; and 
	 (ii) a local government audit; and
	 (iii) an action report; and
	 (iv) an audit report; and
	 (v) a report on an audit conducted by a local government under this Act or any other written law;
	 (ac) as to the procedure to be followed in selecting an auditor under Division 2; 
	 [(ad) deleted]
	 (ae) as to monitoring action taken in respect of any matters raised in an audit report;
	 (a) with respect to matters to be included in an agreement in writing (agreement) made under section 7.8(1); 
	 (b) for notifications and reports to be given in relation to an agreement, including any variations to, or termination of an agreement;
	 (ba) as to a copy of an agreement being provided to the Department;
	 (c) as to the manner in which an application may be made to the Minister for approval as an auditor under section 7.5;
	 (d) in relation to approved auditors, for the following — 
	 (i) reviews of, and reports on, the quality of audits conducted;
	 (ii) the withdrawal by the Minister of approval as an auditor;
	 (iii) applications to the State Administrative Tribunal for the review of decisions to withdraw approval;
	 (e) for the exercise or performance by auditors of their powers and duties under this Part;
	 (f) as to the matters to be addressed in an audit report;
	 (g) requiring an auditor (other than the Auditor General) to provide the Minister with prescribed information as to an audit conducted by the auditor; 
	 (h) prescribing the circumstances in which an auditor (other than the Auditor General) is to be considered to have a conflict of interest and requiring an auditor (other than the Auditor General) to disclose in an audit report such information as to a possible conflict of interest as is prescribed;
	 (i) requiring local governments to carry out, in the prescribed manner and in a form approved by the Minister, an audit of compliance with such statutory requirements as are prescribed whether those requirements are — 
	 (i) of a financial nature or not; or
	 (ii) under this Act or another written law.
	 (2) Regulations may also make any provision about audit committees that may be made under section 5.25 in relation to committees.
	 [Section 7.13 amended: No. 64 of 1998 s. 40; No. 49 of 2004 s. 9; No. 55 of 2004 s. 700; No. 5 of 2017 s. 20.]
	Local Government (Audit) Regulations 1996
	13. Prescribed statutory requirements for which compliance audit needed (Act s. 7.13(1)(i))
	  For the purposes of section 7.13(1)(i) the statutory requirements set forth in the Table to this regulation are prescribed.
	Table
	Local Government Act 1995
	s. 3.57
	s. 3.58(3) and (4)
	s. 3.59(2), (4) and (5)
	s. 5.16
	s. 5.17
	s. 5.18
	s. 5.36(4)
	s. 5.37(2) and (3)
	s. 5.42
	s. 5.43
	s. 5.44(2)
	s. 5.45(1)(b)
	s. 5.46
	s. 5.51A
	s. 5.67
	s. 5.68(2)
	s. 5.69(5)
	s. 5.70
	s. 5.71B(5) and (7)
	s. 5.73
	s. 5.75
	s. 5.76
	s. 5.77
	s. 5.88
	s. 5.89A
	s. 5.104
	s. 5.120
	s. 5.121
	s. 7.1A
	s. 7.1B
	s. 7.3
	s. 7.6(3)
	s. 7.9(1)
	s. 7.12A
	Local Government (Administration) Regulations 1996
	r. 18A
	r. 18C
	r. 18E
	r. 18F
	r. 18G
	r. 19
	r. 19C
	r. 19DA
	r. 22
	r. 23
	r. 28
	r. 34B
	r. 34C
	Local Government (Audit) Regulations 1996
	r. 7
	r. 10
	Local Government (Elections) Regulations 1997
	r. 30G
	Local Government (Functions and General) Regulations 1996
	r. 7
	r. 9
	r. 10
	r. 11A
	r. 11
	r. 12
	r. 14(1), (3) and (5)
	r. 15
	r. 16
	r. 17
	r. 18(1) and (4)
	r. 19
	r. 21
	r. 22
	r. 23
	r. 24
	r. 24AD(2), (4) and (6)
	r. 24AE
	r. 24AF
	r. 24AG
	r. 24AH(1) and (3)
	r. 24AI
	r. 24E
	r. 24F
	14. Compliance audits by local governments
	 (1) A local government is to carry out a compliance audit for the period 1 January to 31 December in each year.
	 (2) After carrying out a compliance audit the local government is to prepare a compliance audit return in a form approved by the Minister.
	 (3A) The local government’s audit committee is to review the compliance audit return and is to report to the council the results of that review.
	 (3) After the audit committee has reported to the council under subregulation (3A), the compliance audit return is to be —
	 (a) presented to the council at a meeting of the council; and
	 (b) adopted by the council; and
	 (c) recorded in the minutes of the meeting at which it is adopted.
	15. Certified copy of compliance audit return and other documents to be given to Departmental CEO
	 (1) After the compliance audit return has been presented to the council in accordance with regulation 14(3) a certified copy of the return together with —
	 (a) a copy of the relevant section of the minutes referred to in regulation 14(3)(c); and
	 (b) any additional information explaining or qualifying the compliance audit,
	  is to be submitted to the Departmental CEO by 31 March next following the period to which the return relates.
	 (2) In this regulation —
	 certified in relation to a compliance audit return means signed by —
	 (a) the mayor or president; and
	 (b) the CEO.
	FINANCIAL/BUDGET IMPLICATIONS
	There are no financial implications that have been identified as a result of this report or recommendation.
	ASSET MANAGEMENT IMPLICATIONS
	No asset management implications have been identified as a result of this report or recommendation.
	ENVIRONMENTAL/PUBLIC HEALTH IMPLICATIONS
	No environmental or public health implications have been identified as a result of this report or recommendation.
	COMMUNITY ENGAGEMENT
	There are no community engagement implications as a result of this report or recommendation. 
	ATTACHMENTS
	A. Compliance Audit Return   
	/
	/
	/
	/
	/
	/
	/
	/
	/
	/
	/
	/
	/
	/
	6.5 OFFICE OF THE AUDITOR GENERAL (OAG) — CYBER SECURITY PERFORMANCEAUDIT - ACTION UPDATES

	SUMMARY
	At the Audit and Risk Committee meeting of 4 October 2021, the findings of the recent cyber security performance audit conducted by the Office of the Auditor General (‘OAG’) were presented. The report contained recommendations as to areas of potential improvement to current practices. An update of those actions, as well as details regarding their implementation are provided for noting by the Committee. 
	The following actions are recommended to be closed on the basis that no further action is required, as processes have been put in place or amended to reflect the audit findings (as detailed in Attachment A - Promapp Risk Status Report 21 February 2022):    
	• Cyber Security Awareness Training
	• Vulnerability Management
	• Cyber Security Policy
	DISCUSSION
	Progress towards implementing the recommended actions contained in the cyber security performance audit remains ongoing. Updates will be provided to each meeting of the Audit and Risk Committee until such time as actions are approved for closure by the Committee. Updates to open actions are provided in Attachment A - Promapp Risk Status Report 21 February 2022
	STRATEGIC IMPLICATIONS
	There are no strategic implications as a result of this proposal.
	SOCIAL IMPLICATIONS
	There are no social implications as a result of this proposal.
	LEGAL/POLICY IMPLICATIONS
	No legal/policy implications have been identified as a result of this report or recommendation.
	FINANCIAL/BUDGET IMPLICATIONS
	There are no financial implications that have been identified as a result of this report or recommendation.
	ASSET MANAGEMENT IMPLICATIONS
	No asset management implications have been identified as a result of this report or recommendation.
	ENVIRONMENTAL/PUBLIC HEALTH IMPLICATIONS
	No environmental or public health implications have been identified as a result of this report or recommendation.
	COMMUNITY ENGAGEMENT
	There are no community engagement implications as a result of this report or recommendation. 
	ATTACHMENTS
	A. Attachment A - promapp Risk Status Report 21 February 2022   
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	6.6 UPDATE ON THE PROGRESS OF THE ONECOUNCIL IMPLEMENTATION PROJECT

	SUMMARY
	Previously, the OneCouncil project update has noted the challenge with availability of skilled staff; this continues to be a significant project risk.  To some extent, this risk can be offset by employing the software vendor, TechnologyOne, to deliver these services.  To date, however, the City’s experience with utilising TechnolgyOne consultants has not been ideal.  Due to these concerns, the City has now entered into a contract with Atturra, a specialist IT consulting firm with expertise in TechnologyOne products, as an alternative to TechnologyOne, and for specialist consultants that are not otherwise available in the general market.  Consulting costs with Atturra are more competitive than the rates offered by TechnologyOne.
	Despite the challenges with availability of specialist project staff, with the current project team, assistance from specialist Atturra consultants and to a lesser extent with assistance from TechnologyOne, the City is on target for a go-live on 1 July 2022.  Although still on target, the timeframe to go-live is tight, and requires careful oversight by management to ensure any variation from the schedule is addressed through resourcing, or other critical decisions.  In particular, the Works module and the Payroll module are both on the critical path, with the latter likely requiring additional external support to ensure the go-live is not delayed.
	A significant change to the project since the last Council update is the retirement of the Project Manager.  The Project Manager stepped into the project at short notice, and has been key to progressing the project to the current point of having most of the required boxes ticked to enable go-live, with a plan in place to achieve this goal.  Fortunately, due to previously recognised risk relating to loss of project staff, the City has managed the project with a team made up of the Project Manager and Change Manager, so that the Change Manager has a good grasp of the project.  With this approach, the Change Manager has been able to seamlessly step into the Project Manager role.  To support the new Project Manager (who will continue to oversee the Change role), a specialist Atturra consultant will be engaged part time, to provide technical assistance, with particular focus on updating and monitoring the project schedule.
	DISCUSSION
	Project Resourcing
	The availability of skilled project staff continues to be a challenge for the project.  While the City has managed to acquire some talented staff, on many occasions staff have taken another role, before commencing with the City, or stayed with the City for a short time, before moving on.  On several occasions, the skills or fit of the person did not match the City’s requirements, and it was necessary to move the person on from the organisation.  Due to the constrained market, the City is paying a premium for all project staff employed.
	Due to the challenges staffing the project, to continue the progression of the project, the City has employed additional consultant hours through TechnologyOne.  Unfortunately, the City has struggled to get consistency with TechnologyOne consultants, with bookings regularly being filled with different consultants, including junior consultants.  The City has also engaged TechnologyOne to finalise parts of configuration, to catch up parts of the project that were lagging.  The City’s experience is that TechnologyOne Consultants are unable to complete this type of work, with the end result usually being a partial configuration with outstanding areas requiring work by the City, or additional advice from other consultants.
	Due to the challenges with finding project staff, and the quality of the services provided by TechnologyOne, the City has now entered into a contract with Atturra to provide consulting services.  Atturra’s consultants are OneCouncil specialists, and are able to offer the City additional availability and consistency.  Significant advantages of Atturra are the quality and consistency of their consultants, and their willingness to work as a team without additional costs (experience with TechnologyOne is that advice about integration with other modules requires the engagement of an additional consultant).  The City’s experience is also that the Atturra consultants are more experienced than the TechnologyOne consultants, generally being previously long-serving TechnologyOne employees.
	With the assistance of Atturra, the City’s internal project team, and to a lesser extent TechnologyOne, the project team has a high level of confidence that the go-live date of 1 July will be met.  Noted above, the critical path is the Payroll module and the Works module.  The Payroll module is substantially being configured by an internal resource.  The relevant officer was delayed on the configuration by the enterprise agreement, and a recent audit by an Atturra consultant has determined that, although the major configuration is complete, a lot of detail is still required.  To ensure the Payroll module stays on track, an Atturra consultant has been engaged to guide the City’ internal resource, and to complete the detailed configuration.  Advice from both Atturra and TechnologyOne is that there is a high level of confidence the resource allocation is sufficient to keep the project on track, and that the User Acceptance Testing date will be reached on schedule.
	The Works module, to a significant extent, has been delayed due to the time taken to finalise the configuration of the Finance module.  The challenge with completing the configuration of the Works module has also been created by previous inability to source a suitable internal resource to progress the configuration, perceived quality concerns with the TechnologyOne consultant, and medical issues with two different Atturra consultants (including Covid).  Despite these issues, there is a high level of confidence that this module will be finalised in time to meet the User Acceptance Testing schedule.  The relevant Atturra consultants have recovered and are available for the project, and the module is being supported by existing internal resources, with a member of the City’s operations team to also be allocated to the project.
	In addition to the project critical modules, the City is also progressing the PPLGS module, which is the performance management module, being be the tool that manages corporate planning and the corporate business plan reporting.  This module is standalone, so does not impact the go-live date.  However, despite the intention to deliver this module early, it is now being hampered by an inability of TechnologyOne to provide a resource to assist with the configuration.  A resource has now been requested through Atturra, however, the availability of the Atturra resource means the module will not progress until April.
	Finally, although it is not ideal to lose a project manager on such a significant project, the approach taken by the City, using a project management team, has reduced the impact of this risk being realised.  To continue to mitigate this risk, the City will continue with a team approach.  The City’s current Change Manager will become the formal Project Manager, while continuing to support the change actions.  An Atturra consultant will be allocated to the project on a part-time basis, to provide technical assistance and schedule oversight.  This approach ensures the Project Manager is not overloaded, and has the required technical support, while maintaining a project management team approach.
	STRATEGIC IMPLICATIONS
	This proposal will support the achievement of the following outcome/s and objective/s detailed in the Strategic Community Plan and Corporate Business Plan.
	Strategic Community Plan
	Outcome
	Strategic Objective
	Action in CBP (if applicable)
	How does this proposal achieve the outcomes and strategic objectives?
	5 – Visionary leadership dedicated to acting for its community
	5.1 – Model accountable and ethical governance, strengthening trust with the community
	5.1.1 – Implement the Strategic Community Plan and Corporate Business Plan
	5.1.2 – Implement the Long Term Financial Plan
	5.1.3 – Implement the Infrastructure Strategy
	SOCIAL IMPLICATIONS
	There are no social implications as a result of this proposal.
	LEGAL/POLICY IMPLICATIONS
	No legal/policy implications have been identified as a result of this report or recommendation.
	FINANCIAL/BUDGET IMPLICATIONS
	Early in the financial year, officers drew a line across implementation expenditure and determined the implementation funds available to complete the project.  Against these funds, an estimate of resources required to complete the implementation from that point was undertaken by the new project manager, to confirm the efficacy of the project.
	From July 1 2021, there was $4.32m available of the agreed commitment, to complete the implementation of the project.  The project manager estimated that Phase 1 would require approximately $3.1m, with Phase 2 utilising approximately $1.2m.  Each report to the Council, however, has noted that there has been a significant increase in consulting and internal labour costs related to the current constrained IT project labour market.
	Despite the escalating costs, the focus of the project team has been to on the delivery of the project within budget.   This focus has ensured consideration of opportunities to shortcut the effort, particularly opportunities to work with other local authorities, and adopt other local government configurations.  This focus has also dictated a minimum configuration approach, with a desire to deliver a viable product with minimal customisation (Councillors may also remember that a significant issue with the current business system is the level of customisation and the inability for the vendor to meaningfully support the product).
	With the approach taken to date, the expenditure projection to go-live is an expenditure of $2.8m, which is approximately $0.3m under estimate.  Additional Phase 1 costs will be realised after go-live, as part of hypercare, and any phasing of the go-live (e.g. turning on the Works module over a few months).  The Phase 1 expenditure includes part of the Phase 2 data migration, so that some of the Phase 2 costs are being borne early.  Accordingly, the project is considered to be on track to meet budget, with a minor contingency.
	To ensure the project stays on track for Phase 2, as has been reported previously, the project team has been investigating the use of configurations from other local authorities, rather than building a Kwinana specific configuration.  Consideration of the City of Canning and the City of Gosnells configurations has been undertaken, with internal acceptance that these configurations are suitable.  Accordingly, there is a high level of confidence that the whole of the project will be delivered within budget.
	Finally, it is necessary to update the 2021/22 financial year budget to recognise the project expenditure for the year.  At the time of adopting the 2021/22 budget, the transition to SAAS had not been negotiated, and the details of the expenditure on the two phases had not been determined.  Accordingly, the adopted budget was based on the original project expenditure estimates.  As the City has a planned go-live of 1 July 2022, the majority of the project expenditure has been brought forward into the 2021/22 financial year, and the budget needs to be updated to reflect the progress on the project.  Accordingly, as part of the mid-year review, reserve funds will be allocated to the project, to cover the total estimated expenditure (including software subscriptions) of $2.97m.
	ASSET MANAGEMENT IMPLICATIONS
	No asset management implications have been identified as a result of this report or recommendation.
	ENVIRONMENTAL/PUBLIC HEALTH IMPLICATIONS
	There are no implications on any determinants of health as a result of this report.
	COMMUNITY ENGAGEMENT
	There are no community engagement implications as a result of this report or recommendation.
	ATTACHMENTS
	Nil
	6.7 OCCUPATIONAL SAFETY AND HEALTH (OSH) STATISTICAL DATA REPORT

	SUMMARY
	This statistical data is provided to the Audit and Risk Committee for noting.
	Council has endorsed a Health and Safety Policy to meet its moral and legal obligation to provide a safe and healthy work environment for all employees, contractors, customers and visitors. This commitment extends to ensuring the City’s operations do not place the community at risk of injury, illness or property damage. At every Audit and Risk Committee Meeting the Committee receives a report detailing statistical data. This report entitled the City of Kwinana OSH Statistical Data Report is enclosed as Attachment A.
	DISCUSSION
	The OSH Statistical Data Report is provided to the Audit and Risk Committee at each Audit and Risk Committee Meeting. The City assesses the incident reporting data to provide information on the nature and extent of injury and/or disease, including a comprehensive set of data for the workplace, to assist in the efficient allocation of resources, to identify appropriate preventative strategies and monitor the effectiveness of these strategies and to provide a set of data for benchmarking against other Local Governments. As a result, the City can adequately identify, evaluate and manage the safety and health aspects of its workforce operations.
	Summary of Statistical Data:
	The statistical data report details information over a three-month period, 1 December 2021 to 28 February 2022. From the represented data, it is noted that the incident count trend from the previous period remains the same, with one incident reported in December, six incidents in January and two incidents in February 2022. These nine incidents are from the following directorates:      
	 Four from City Life, 
	 three from City Infrastructure, 
	 one from City Development and Sustainability directorate, and
	 one from the Office of the CEO.
	The departments that are domiciled to each directorate includes teams that are considered “high risk” teams due to their operational nature. The incidents reported over the three-month reporting period have predominately occurred in these “high risk” teams.  One of the incidents were listed as lost time, one injury – no lost time, one medical treatment, three first aid and three reports only.
	OSH System Update:
	As discussed at the Audit and Risk Committee meeting in October 2021, the City had undertaken research into an appropriate electronic system to remove the various manual and laborious recording systems and to further enhance the City’s Safety and Health Management framework. The expected outcomes of the electronic system are to continually assess and advance processes, improve on the information obtained and collate data that provides meaningful evaluation thereby assisting in the appropriate management of hazards and risks at the City. A preferred system has been assessed, namely MyOSH, and the City is now in the process of procuring the software.
	During the process, the City identified the following core modules which are standard with the product: -
	 Incident reporting,
	 Action management,
	 Hazard management, and
	 Dash board.
	Through a consultation process, the following modules were also agreed with the internal stakeholders being: - 
	 Inspections and audits,
	 Risk assessments,
	 Contractor management, and
	 Safe work method statements (SWMS).
	After procurement of the system, there will be a phase of configuration and implementation and the provision of training to appropriate staff.
	STRATEGIC IMPLICATIONS
	There are no strategic implications as a result of this proposal.
	SOCIAL IMPLICATIONS
	There are no social implications as a result of this proposal.
	LEGAL/POLICY IMPLICATIONS
	Regulation 17 of the Local Government (Audit) Regulations 1996 provides:
	17. CEO to review certain systems and procedures
	(1) The CEO is to review the appropriateness and effectiveness of a local government’s systems and procedures in relation to — 
	(a) risk management; and
	(b) internal control; and
	(c) legislative compliance.
	(2) The review may relate to any or all of the matters referred to in subregulation (1)(a), (b) and (c), but each of those matters is to be the subject of a review not less than once in every 3 financial years.
	(3) The CEO is to report to the audit committee the results of that review.
	FINANCIAL/BUDGET IMPLICATIONS
	The financial implications as a result of this report include the purchase/implementation of an electronic safety system.
	ASSET MANAGEMENT IMPLICATIONS
	There are no asset management implications as a result of this report.
	ENVIRONMENTAL/PUBLIC HEALTH IMPLICATIONS
	No environmental or public health implications have been identified as a result of this report or recommendation.
	COMMUNITY ENGAGEMENT
	There are no community engagement implications as a result of this report or recommendation.
	ATTACHMENTS
	A. Attachment A - City of Kwinana OSH Statistical Data Report   
	/
	/
	/
	7 LATE AND URGENT BUSINESS   
	Note: In accordance with Clauses 3.13 and 3.14 of Council’s Standing Orders, only items resolved by Council to be Urgent Business will be considered.
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